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Adversarial Ranking Attack: Raise or 
lower the ranks of some chosen candidates 
with respect to a set of specific queries. 

• Candidate Attack (CA): Raise (CA+) or 
lower (CA-) the ranks by perturbing the 
candidate.

• Query Attack (QA): Raise (QA+) or lower 
(QA-) the ranks by perturbing the query.

Defense against the Attacks: Improve the 
ranking model robustness and mitigate all 
the proposed attacks simultaneously.
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